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Introduction

The Dell PowerConnect 8024 and 80241 switches are stackable Layer 2 and
Layer 3 switches that extend the Dell PowerConnect LAN switching product
range. These switches include the following features:

* 1U form factor, rack-mountable chassis design.

*  Support for all data-communication requirements for a multi-layer switch,
including layer 2 switching, IPv4 routing, IPv6 routing, IP multicast,
quality of service, security, and system management features.

»  igh availability with hot swappable stack members.

Each PowerConnect §024/80241 switch has 24 ports of 10-Gb Ethernet in
10GBase-T" and redundant power supplies to provide high performance and
high availability. PowerConnect §024 and 8024 switches can be stacked with
other PowerConnect 8024 and 8024L" switches using only the 10G SFP+ fiber
ports.

About This Document

This guide describes how to configure, monitor, and maintain a Dell
PowerConnect 8024/8024L" switch by using Web-based Dell OpenManage
Switch Administrator utility or the command-line interface (CLI).

Audience

This guide is for network administrators in charge of managing one or more
PowerConnect 8024 and 8024L" switches. To obtain the greatest benefit from
this guide, you should have a basic understanding of Ethernet networks and
local area network (LAN) concepts.
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Document Conventions

Table 1-1 describes the typographical conventions this document uses.

Table 1-1. Document Conventions
Convention Description
Bold Page names, field names, menu options, button names, and

courier font

[

{1}

Italic

<Enter>

CTRL + Z

CLI commands and keywords.
Command-line text (CLI output) and file names

In a command line, square brackets indicate an optional
entry.

In a command line, inclusive brackets indicate a selection of
compulsory parameters separated by the | character. One
option must be selected. For example: spanning-tree mode
{stp|rstp| mstp} means that for the spanning-tree mode
command you must enter either stp, 1stp, or mstp

In a command line, indicates a variable.
Any individual key on the keyboard.

A keyboard combination that involves pressing the Z key
while holding the CTRL key.

Additional Documentation

The following documents for the PowerConnect 8024 and 8024F switches are
available at support.dell.com/manuals:

50

Getting Started Guide—provides information about the switch models in
the series, including front and back panel features. It also describes the
installation and initial configuration procedures.

CLI Reference Gurde—provides information about the command-line

interface (CLI) commands used to configure and manage the switch. The
document provides in-depth CLI descriptions, syntax, default values, and
usage guidelines.
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Switch Features

This section describes the switch user-configurable software features.

ﬂ NOTE: Before proceeding, read the release notes for this product. The release
notes are part of the firmware download.

The topics covered in this section include:

System Management
Features

Stacking Features
Security Features
Switching Features

Virtual Local Area Network
Supported Features

Spanning Tree Protocol
Features

Link Aggregation Features
Routing Features
IPv6 Routing Features

Quality of Service (QoS)
Features

Layer 2 Multicast Features

Layer 3 Multicast Features

Switch Features |
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System Management Features

Multiple Management Options
You can use any of the following methods to manage the switch:

*  Use a Web browser to access the Dell OpenManage Switch Administrator
interface. The switch contains an embedded Web server that serves
HTML pages.

e Use a telnet client, SSH client, or a direct console connection to access the
CLI The CLI syntax and semantics conform as much as possible to
common industry practice.

*  Use a network management system (NMS) to manage and monitor the

system through SNMP. The switch supports SNMP v1/v2¢/v3 over the
UDP/IP transport protocol.

System Time Management

You can configure the switch to obtain the system time and date through a
remote Simple Network Time Protocol (SNTP) server, or you can set the time
and date locally on the switch. You can also configure the time zone and
information about time shifts that might occur during summer months. If
you use SN'TP to obtain the time, you can require communications between
the switch and the SN'TP server to be encrypted.

For information about configuring system time settings, sec "Managing
General System Settings" on page 265.

Log Messages

The switch maintains in-memory log messages as well as persistent logs. You
can also configure remote logging so that the switch sends log messages to a
remote log server. You can also configure the switch to send log messages to a
configured SMTP server. This allows you to receive the log message in an e-
mail account of your choice. Switch auditing messages, CLI command
logging, Web logging, and SNMP logging can be enabled or disabled.

For information about configuring system logging, see "Monitoring and
Logging System Information” on page 231.
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Integrated DHCP Server

PowerConnect 8024 and 8024F switches include an integrated DHCP server
that can deliver host-specific configuration information to hosts on the
network. The switch DHCP server allows you to configure IP address pools
(scopes), and when a host’s DHCP client requests an address, the switch
DHCEP server automatically assigns the host an address from the pool.

For information about configuring the DHCP server settings, see
"Configuring DHCP Server Settings" on page 851.

Management of Basic Network Information

The DHCP client on the switch allows the switch to acquire information such
as the IP address and default gateway from a network DHCP server. You can
also disable the DHCP client and configure static network information.
Other configurable network information includes a Domain Name Server
(DNS), hostname to IP address mapping, and a default domain name.

If the switch detects an IP address conflict on the management interface, it
generates a trap and sends a log message.

For information about configuring basic network information, see "Setting
the IP Address and Other Basic Network Information” on page 105.

IPv6 Management Features

PowerConnect 8024 and 8024F switches provide IPv6 support for many
standard management features including HT'TP, HT'TPS/SSL, Telnet, SSH,
SNMP, SNTP. TFTP, and traceroute.

Dual Software Images

PowerConnect 8024 and 8024L" switches can store up to two software images.
The dual image feature allows you to upgrade the switch without deleting the
older software image. You designate one image as the active image and the
other image as the backup image.

For information about managing the switch image, see "Managing Images
and liles" on page 335.
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File Management

You can upload and download files such as configuration files and system
images by using HT'TP (web only), TFTE Secure FTP (SFTP), or Secure
Copy (SCP). Configuration file uploads from the switch to a server are a good
way to back up the switch configuration. You can also download a
configuration file from a server to the switch to restore the switch to the
configuration in the downloaded file.

For information about uploading, downloading, and copying files, see
"Managing Images and Files" on page 335.

Switch Database Management Templates

Switch Database Management (SDM) templates enable you to reallocate
system resources to support a different mix of features based on your network
requirements. PowerConnect 8024 and 80241" switches support the following
three templates:

*  Dual IPv4 and IPv6 (default)
* [Pv4 Routing
e [Pv4 Data Center

For information about setting the SDM template, see "Managing General
System Settings" on page 265.

Automatic Installation of Firmware and Configuration

The Auto Install feature allows the switch to upgrade to a newer software
image and update the configuration file automatically during device
initialization with limited administrative configuration on the device. The
switch can obtain the necessary information from a DHCP server on the
network.

For information about Auto Install, see "Automatically Updating the Image
and Configuration" on page 359.
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sFlow

sklow is the standard for monitoring high-speed switched and routed
networks. sFlow technology is built into network equipment and gives
complete visibility into network activity, enabling effective management and
control of network resources. The PowerConnect 8024 and 8024F switches
support sFlow version 5.

For information about configuring managing sFlow settings, see "Monitoring
Switch Traffic" on page 371.

SNMP Alarms and Trap Logs

The system logs events with severity codes and timestamps. The events are
sent as SNMP traps to a trap recipient list.

For information about configuring SNMP traps and alarms, see "Configuring
SNMP" on page 299.

CDP Interoperability through ISDP

Industry Standard Discovery Protocol (ISDP) allows the PowerConnect
switch to interoperate with Cisco devices running the Cisco Discovery
Protocol (CDP). ISDP is a proprietary Layer 2 network protocol which inter-
operates with Cisco network equipment and is used to share information
between neighboring devices (routers, bridges, access servers, and switches).

For information about configuring ISDP settings, see "Discovering Network
Devices" on page 647.

Remote Monitoring (RMON)

RMON is a standard Management Information Base (MIB) that defines
current and historical MAC-layer statistics and control objects, allowing real-
time information to be captured across the entire network.

For information about configuring managing RMON settings, sce
"Monitoring Switch Traffic" on page 371.
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Stacking Features

For information about creating and maintaining a stack of switches, see
"Managing a Switch Stack” on page 125.

High Port Count

You can stack PowerConnect 8024/8024F switches up to six switches high,
supporting up to 132 front-panel ports when two ports on each unit are
configured as stacking ports. The stack can contain any combination of Power
Connect 8024 and PowerConnect 8024F switches as long as all switches are
running the same firmware version.

Single IP Management

When multiple switches are connected together through the stack ports, they
operate as a single unit with a larger port count. The stack operates and is
managed as a single entity. One switch acts as the master, and the entire stack
1s managed through the management interface (Web, CLI, or SNMP) of the
master unit.

Automatic Firmware Upgrade for New Stack Members

If a switch is added to a stack, and the switch is running an older version of
the firmware than the other stack members, the firmware on the new member
is automatically upgraded to match the stack.
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Master Failover with Transparent Transition

The stacking feature supports a Standby or backup unit that assumes the
Master unit role if the Master unit in the stack fails. As soon as a Master
failure is detected in the stack, the Standby unit initializes the control plane
and enables all other stack units with the current configuration. The Standby
unit maintains a synchronized copy of the running configuration for the
stack.

Nonstop Forwarding on the Stack

The Nonstop Forwarding (NSF) feature allows the forwarding plane of stack
units to continue to forward packets while the control and management
planes restart as a result of a power failure, hardware failure, or software fault
on the stack management unit and allows the standby switch to quickly
takeover as the master.

Hot Add/Delete and Firmware Synchronization

You can add and remove units to and from the stack without cycling the
power. When you add a unit, the Stack Firmware Synchronization feature
automatically synchronizes the firmware version with the version running on
the stack master. The synchronization operation may result in either upgrade
or downgrade of firmware on the mismatched stack member.

Security Features

Configurable Access and Authentication Profiles

You can configure rules to limit access to the switch management interface
based on criteria such as access type and source I[P address of the
management host. You can also require the user to be authenticated locally or
by an external server, such as a RADIUS server.

For information about configuring access and authentication profiles, see
"Controlling Management Access" on page 159.
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Pass